
 

 

                        Be Fraud Aware!!!! 

                        DOs and DON’Ts!!! 

 

 

DOs  DON’Ts  

1. Be sceptical: Whenever receiving calls, SMS 

messages, emails, letters or communications through 

any other channels that claim to be from banks, even 

though your account is said to be at stake, 

transactions are said to have been conducted using 

your debit card or no matter how interested you are 

in the products being promoted, you should be 

cautious and: 

➢ Authenticate the identity of the caller or 

sender. 

➢ Avoid simply relying on the incoming call 

display to establish the true identity of the 

caller or directly calling the bank hotline 

numbers provided in the messages and 

following the given instructions; and 

➢ Do not provide sensitive personal information 

easily, in order to safeguard your own 

interests. 

 

2. Contact your bank directly through official channels 

to confirm the authenticity of calls/sms/emails. 

Remember, Bank will never ask for sensitive 

information over calls/sms/emails. 

  

3. If you receive any suspicious messages or identify 

any suspicious websites that purport to be related to 

that of the bank, please contact the bank concerned 

and the police to report your case. 

 

4. Keep your password strong by keeping it long, 

unique, and tough to crack, combining at least one 

numeric, one special character and mix of Upper- 

and Lower-case letters. Change your passwords 

frequently.  

  

5. Review your bank statements regularly for 

any unauthorised or suspicious activity. If you find 

discrepancies, report them immediately. 

 

6. Immediately notify the bank in case of change in 

your registered mobile number/email id.  

  

7. Beware of attempts to defraud you through fake 

profiles using SBI logo, SBI profile names or under 

1.Don’t share your personal/financial 
details such as username, password, 

OTP, CVV, PIN, account number, debit 
card details or transaction details on 
social media.   

  

2. Don’t Post images of Debit cards, 

account statements, cheques, passbook 

etc. on social media.  

  

3. Don’t share screenshots of your 

banking app or payment confirmations, 

that contain your personal / banking 

information. 

  

4. Do not discuss confidential information 

in public places, including social media 

platforms.  

  

5.Don’t click on suspicious links or any 

.apk file received through 

SMS/WhatsApp to update KYC, redeem 

reward point, pay bills, etc. Such SMSs 

are fake.  

  

6. Don’t fall for SMS, Emails, WhatsApp 

messages offering discounts/gifts, 
freebies that sound unrealistic or too 
good to be true. Such attempts may scam 

you of money or personal details.  
  

7. Do not instantly trust unexpected calls 

from unknown numbers asking for urgent 

money or personal details - they could be 

voice cloning frauds. Always verify before 

taking any action.   

  

8. Do not perform online banking 

transactions at public places using public 

/ open WiFi networks.  

 

 

 

 



 

 

the guise of association with SBI Hong Kong, SBI HK 

on online channels / Social Media platforms 

promising unrealistic returns. SBI Hong Kong does 

not endorse any such schemes that promise 

unrealistic returns, nor do we authorize any person 

or entity to do so on our behalf.  

  

8. Beware of engaging with and falling prey to deep 

fake videos of the Bank’s officials that claim launch 

of or support to some investment schemes or 

Deposit products. The Bank’s officials do not offer or 

support any such schemes promising unrealistic or 

unusually high returns.  

  

9. Beware of Digital Arrest Fraud. Scammers may try 

to trap you by posing as law enforcement officials by 

giving threat calls claiming that you will be arrested 

unless you pay.   

  

10. Be cautious of online search scams. Visit official 

website of SBI Hong Kong for authentic contact 

details.  

 

11. Do stay informed about common scams. Keep up-

to-date on the latest scams and fraud trends. Be 

aware of phishing emails, smishing texts, and vishing 

calls. 

 

12. Kindly use “kill switch” option to disable access to 

your internet banking. 

  

13. Always report about suspicious messages, 

profiles or offers pretending to be from the bank on 

our official contact numbers/email IDs. 

  

9. Do not respond to any voice 

messages/calls purportedly from Bank, 

claiming/informing you of irregularities in 

the account and asking for personal 

information. State Bank of India, Hong 

Kong does not notify customers of 

account irregularities through pre-

recorded messages. 

  

 

  

  

Think of fraud prevention as an ongoing process, not a one-time event. Regularly review your online 

security habits, stay informed about new scams, and trust your instincts. If something feels off, it 

probably is. By being proactive and informed, you can confidently navigate the digital landscape and 

protect yourself from the ever-present threat of fraud. 


